
Empirical Security Analysis & Engineering

‘Any security technology whose effectiveness can’t
be empirically determined is indistinguishable from
blind luck.’ (Dan Geer)

– There are countless examples where security failed in real-
world deployment

, sometimes spectacularly.
– Often: too hard, complex, or uneconomical to do right
– We look at lessons learnt and some hands-on practice
– We learn from empirical measurement
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Internet routing

What can empirical analysis tell us?
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Web PKI: DigiNotar meltdown

What happened here?
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Massively broken crypto
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Broken operations: DNS/DNSSEC
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Measuring privacy leaks
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Details

– Course code: 202100073
– 5 ECTS
– Completely online in 2021
– Mon 10:45-12:30 (lecture), Wed 08:45-12:30 (tutorial)
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