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Motivation

The Internet of ransomware things...

ON STRIKE
UNTIL YOU
SEND MONEY

HUNGRY?
PAY UP AND

I’LL UNLOCK TO MY
MY DOOR/ I HACKERS.

20 BUCKS

IN MY PAYPAL F
ACCOUNT I’LL BE
OR I’LL ONLY
BREW TOAST IF YOU

THE NEXT TIME
YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

BURNING THE

DON‘T GET
ME SOME

HACKER $100
OR I’LL REVERSE
MY MOTOR AND
BLOW DIRT ALL
OVER THIS
PLACE/

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

EXCUSE US
WHILE WE
PARTICIPATE
IN A DDOS
ATTACK.

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE

A TRANSFER. SEND ME 425 OR

I’LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

Source: http://www.geekculture.com/joyoftech/joyimages/2340.png

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

I’M TURNING
OFF THE

AB

wn
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Technical Content

» Services that secure home networks in the IoT, for instance to mitigate IoT-powered
DDoS attacks such as the ~1 Tbps attack on DNS operator Dyn of Oct 2016

» Measurement-based functions that these services require, such as detection of botnet
traffic, device scanning, network topology mapping, and automatic device blocking

 Key design choices, such as deployment models (in-home, cloud, hybrid), where to
monitor IoT devices (network or application-level), and level of user configurability
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Learning Outcomes

» Understand the technical functions that security services for home networks require and
possible ways to design them, able to analyze a few selected solutions

 Able to create a sound design of a security service by applying and modifying the
different solutions discussed during this course

« Understand the operational business of DNS service providers and the impact the IoT
and insecure home networks may have on them (industry perspective)

 Further enhance skills to independently carry out research projects and to develop
services and systems
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Format

« ONLY 10 students

 Student presentations of peer-reviewed academic papers

* Plenary technical discussions
« Hands-on data assignment

* Design assignment
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Preliminary Schedule
1

IoT concepts®

2 IoT-powered DDoS attacks

3 Emerging security systems for home networks (part 1)
4 Emerging security systems for home networks (part 2)
5 Home network topology mapping

6 Discovering device compromises

7 Discovering DDoS attacks

8 Hands-on data session

@ One lecture will be given by an industry expert
®) Prof. Havinga will give part of Lecture 1 based on his broader course on the IoT, while we
will provide part of the last lecture in his course based on SSH.

smmss UNIVERSITY
OF TWENTE.




Questions and Feedback

https://www.4tu.nl/cybsec/en/course-program/ssh/

cristian.hesselman@sidn.nl | a.pras @utwente.nl
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