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Security and Cryptography

It's everywhere!

R “ ABN AMRO Bank N.V. & www.abnamro.nl/nl/prive/index.html

Security ( show explanation )

(+) Thisis a public or shared computer
() This is a private computer

() Use the light version of Outlook Web App

Password:

Have you forgotten your password? Go to Password Manager
(Employees & Students).
Other users can go to the NetID application.

You will find general information about the webmail services at the TU
Delft here or contact your Service Desk.
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Organization

Responsible Lecturer 2 ~ Dr. Zeki Erkin (Lecturer)

% Dr.ir. Jan van der \ Office: HB11.150

i3 r' Lubbe ‘
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‘ce: RBT1. Office: HB11.090 Office: HB11.090



Course Detalls

Lectures
 Mondays 10:45-12:30
 Wednesdays 8:45-10:30

Requirements

» Lectures: 7 weeks, 14 sessions. Attendance suggested
(videos will be available)

« Self study
« Mandatory assignments: 20%

« September 19: individual assignment

« September 28: individual assignment

« QOctober 24-26: group assignment+presentation
« Written exam: 80% closed book
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Course detalils

Course Material
» Tekst book: J.C.A van der Lubbe,
Basics methods of cryptography
Supporting books:
Nigel Smart (blackboard)
* Hand-outs (blackboard)

Attention!
Possibility of surprise Pop-up quizzes
for feedback (not graded)
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Course Content

No | Date Topic Lecturer
1 | Sep12 | Introduction to Classical Cryptosystems and Zekeriya Erkin
Information Theoretic Security

2 | Sep 14 | DES — Modes of Operations Jan van der Lubbe

3 | Sep19 | AES Jan van der Lubbe

4 | Sep 21 | Public Cryptosystems Zekeriya Erkin

5 | Sep 26 | Public Cryptosystems Zekeriya Erkin

6 | Sep28 | Random Number Generation Zekeriya Erkin

7 | Oct3 | Hash Functions Jan van der Lubbe

8 | Oct5 | Digital Signatures Zekeriya Erkin

9 Oct 10 | Digital Signatures Zekeriya Erkin

10 | Oct 12 | Key management Jan van der Lubbe

11 | Oct 17 | Key management and Lightweight cryptography | Jan van der Lubbe

12 | Oct 19 | Secret Sharing Jan van der Lubbe

13 | Oct 24 | Case Study Jan van der Lubbe
Zekeriya Erkin

14 | Oct 26 | Case Study-Presentations Jan van der Lubbe
Zekeriya Erkin
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Background

 Probability and statistics
* Integer arithmetic
 Discrete mathematics
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Aims of the Course

Understanding the notion of security

Familiar with basic cryptographic concepts, algorithms
and protocols for security and privacy

Readiness in use of cryptographic tools in practice; in
future applications and challenges.

(Im)possibilities of cryptography




