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ABSTRACT

False positives cause many promising detection tech-
nologies to be unworkable in practice. Attackers, we
show, face this problem too. In deciding who to attack
true positives are targets successfully attacked, while
false positives are those that are attacked but yield
nothing.

This allows us to view the attacker’s problem as a
binary classification. The most profitable strategy re-
quires accurately distinguishing viable from non-viable
users, and balancing the relative costs of true and false
positives. We show that as victim density decreases the
fraction of viable users than can be profitably attacked
drops dramatically. For example, a 10x reduction in
density can produce a 1000x reduction in the number
of victims found. At very low vietim densities the at-
tacker faces a seemingly intractable Catch-22: unless he
can distinguish viable from non-viable users with great
accuracy the attacker cannot find enough victims to be
profitable. However, only by finding large numbers of
victims can he learn how to accurately distinguish the

cycles. The mischief is not limited to computer secu-
rity. Different fields have different names for the inher-
ent trade-offs that classification brings. False alarms
must be balanced against misses in radar [22|, precision
against recall in information retrieval, Type | against
Type II errors in medicine and the fraud against the
insult rate in banking [19]. Common to all of these ar-
eas is that one type of error must be traded off against
the other. The relative costs of false positives and false
negatives changes a great deal, so no single solution is
applicable to all domains. Instead, the nature of the
solution chosen depends on the problem specifics. In
decisions on some types of surgery, for example, false
positives (unnecessary surgery) are preferable to false
negatives (necessary surgery not performed) since the
latter can be far worse than the former for the patient.
At the other extreme in deciding guilt in criminal cases
it is often considered that false negatives (guilty per-
son goes free) are more acceptable than false positives
(mnocent person sent to jail). In many domains de-
termining to which of two classes something belongs is
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Why 98% of loT traffic is unencrypted

Posted by: Anasia D'mello - June 4, 2020
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98 percent of loT Traffic is unencrypted . When | read that statistic — published by Palo Alto
Networks in their Unit 42 2020 Threat report — | should have been shocked, says Mike Nelson,VP of
loT Security at DigiCert.

Last year, a Z-Scaler report said something similar: That 91% of loT traffic was unencrypted. While
it's possible that those numbers are not truly representative of the real problem, one thing is for sure
— far too much loT traffic is unencrypted when absolutely all of it should be.




Course setup

Aim:
e provide economic concepts, measurement

approaches and data analytics to make better
security decisions

Contents:

e measuring cybersecurity

e security strategies and investment

e market failures and policy interventions
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Format

e Period: Q1, access via TUD Brightspace

e Theory (clips/papers/quizzes)
e Assignments related to dataset (with supervisor)

— Small group assignments (40%)

- Large group assignment (research paper) + individual
reflection (60%)

e https://studiegids.tudelft.nl/a101 displayCourse.
do?course id=54770
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