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4TU.CybSec

Problem: voting machine chip
replacement




Proposed solution: seals &
non- reprogrammable chips
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The big question

e How do we evaluate which cyber security controls
we should implement?

e Preventive, detective, responsive
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Factors

e How to combine system, attackers and possible
controls in making security decisions?

e Can there be “evidence-based security” as there
is evidence-based medicine?
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Focus and structure

e Theory and application of CRM models
e Grading: mid-term exam + paper in groups
e CRM: more science; CSM: more practice

e http://homepage.tudelft.nl/e7x9k/CRM/ +
Brightspace
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Would you eat bananas?

“If you don't eat bananas, you might be robbed”

(Herley & Pieters 2015)




